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Abstract— The objective of this paper is to monitor complex
process dynamics manifest in multivariate (multidimensional)
time series data using a spectral (algebraic) graph theoretic
approach. We test the hypothesis that the spectral graph-based
topological invariants detect incipient process drifts earlier [lower
average run length (ARL1)] and with higher fidelity (consistency
of detection) when compared with the conventional statistics-
based approaches. The presented approach maps a multidi-
mensional sensor data stream XN×d (visualize N as time and
d as the number of sensors) as an unweighted and undirected
network graph G(V, E), indexed by its vertices V and edges E,
i.e., X �→ G(V, E). The rationale is that the graph-based
topological invariants are surrogate representatives of the system
state. We compare the monitoring performance of spectral graph
theoretic invariants with conventional statistical features in an
exponentially weighted moving average control chart setting. The
practical utility of the approach is substantiated in the context
of process monitoring in two advanced manufacturing scenarios,
namely, ultraprecision machining (UPM) and semiconductor
chemical mechanical planarization. These studies corroborate
the hypothesis that graph theoretic invariants, when used as
monitoring statistics, lead to lower ARL1 and more consistent
detections in contrast to conventional statistical features. For
instance, in the UPM case, the fault detection delay using graph
theoretic invariants is less than 160 ms, compared with over 8 s
of delay with statistical features.

Note to Practitioners—This paper addresses the critical prob-
lem of capturing process drifts from multidimensional (multisen-
sor) data. The novelty of this paper is the development of a graph
theoretic approach that combines signals from multiple in situ
sensors for detecting abnormal process drifts. We show that
this approach, which invokes graph-based topological invariants
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instead of statistical feature mining, is capable of capturing
process drifts at an earlier stage (in terms of detection delay
or lower average run length) and higher consistency of detection
than conventional statistical features. As a practical consequence
of this research, the operator can track the status of a complex
process in a tractable control chart setting with only two graph
theoretic topological invariants, as opposed to complex black-box
models involving several features.

Index Terms— Anomaly detection, chemical mechanical pla-
narization (CMP), data fusion, Fiedler number, multisensor
monitoring, sensor fusion, spectral graph theory, ultraprecision
machining (UPM).

I. INTRODUCTION

A. Background

CONSIDER a process that is monitored using d sensors
in time domain. Assume that all sensors have identical

sampling rates (signal filtering can be applied to relax this
assumption). Let XN×d be the matrix representation of the
data with elements x j

t , where t ∈ {1 . . . N} is the time index
and j ∈ {1 . . . d} is the sensor label. These are arrayed along
the rows and the columns of X, respectively. Accordingly,
X can be represented as

X =
⎡
⎢⎣

x1
1 · · · xd

1
...

. . .
...

x1
N · · · xd

N

⎤
⎥⎦. (1)

Essentially, each row of X denotes data from the d sensors
acquired at a time instant t . The objective of this paper is
to monitor the dynamics of a process from the multivariate
(multidimensional) time series data contained in X using a
spectral (algebraic) graph theoretic approach in order to detect
the onset of anomalous conditions. The application of spec-
tral graph theoretic approaches for process monitoring with
multivariate temporal signals has not been explored hitherto.

Several temporal sensors, e.g., accelerometers, dynamome-
ters, acoustic emission (AE) probes, thermocouples, and
among others, are customarily used in advanced manufacturing
processes to detect anomalies, such as chatter, changes in
cutting regime, surface finish variations, tool wear, part build
failures, etc. [1]–[4]. The premise of using multiple sensors
is that it augments process signatures observed from a single
sensor alone [3]–[6]. Thus, process errors are more liable to
be detected in their incipient stages with multiple sensors than
with a single sensor, which consequently facilitates timely
corrective actions [3]–[5].
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Fig. 1. Salient aspects of a vibration sensor signal acquired from an ultrapre-
cision machining process (see Section V-A). (a) Time series showing marked
nonstationarity. (b) Broadband nature of the frequency transform (FFT) as
evidence of noise. (c) Quasi-periodicity manifest in the state-space plot.
(d) Intermittency apparent in the recurrence plot, as system trends dissipate
from regular periodic behavior (bottom-left) to quasi-periodic (top-right).

B. Research Challenges and Gap

Sensor data from real-world scenarios manifest complex
aspects evocative of inherent nonlinear process dynam-
ics [7], [8]. Some of these are exemplified in Fig. 1. The data
represented in Fig. 1 are from a vibration sensor signal from
an ultraprecision machining (UPM) process (described later in
Section V-A).

1) Nonstationarity in the Time Domain [See Fig. 1(a)],
i.e., the signal statistical moments may vary over time.
Hence, conventional statistical monitoring techniques,
which assume signal stationarity and independence, and
are founded on the tracking of the extracted statistical
features, e.g., first and second moments, are often inef-
fective [3], [9].

2) High-Noise Content (Low Signal-to-Noise Ratio), for
instance, the fast Fourier transform (FFT) plot in
Fig. 1(b) shows broadband characteristics (there are
no sharp, pronounced peaks). Statistical moments are
typically ill-disposed for data interspersed with high
levels of noise [10].

3) Nonlinearity and Quasi-Periodicity in State Space
[Fig. 1(c)], which precludes the application of conven-
tional frequency domain decomposition and linear time
invariant models [7], [8], [10], [11].

4) Intermittency [See Fig. 1(d)], viz., the underlying state-
space manifold of the signal may cycle through several
transient/evanescent phases. Such an intermittency is
exemplified in the recurrence plot [12], [13] in Fig. 1(d),
in which the signal shows distinct periodic behavior ini-
tially (bottom-left portion of the recurrence plot), before
gradually drifting to a quasi-periodic state (top-right
portion). Indeed, recent research findings reveal that
most real-world systems are patently intermittent [14].
Detection of abnormal drifts from a process depicting
intermittency remains a challenging proposition [14].

A brief introduction to prevalent analytical techniques for
process monitoring complex signals can be found in our recent
publication [3]. The vast majority of the existing approaches

either [15]–[18]
• Require a priori defined models and basis functions.
• Are contingent on statistical signal features and compu-

tationally expensive black-box models.
• Assume that the data adheres to certain distribution-

related characteristics.
To overcome these challenges, newer techniques invok-

ing nonlinear dynamics (e.g., correlation dimensions and
recurrence quantification analysis) and signal decompo-
sition (e.g., wavelet analysis) have been proposed by
Marwan et al. [12], [13]. Although these are effective for
accommodating signal nonlinearity and nonstationarity,
approaches for the monitoring of processes that depict inter-
mittent behavior are in their nascent stages [14].

C. Novelty and Significance

The spectral graph theoretic approach presented in this
paper (detailed in Section III) is an improvement over exist-
ing techniques, because it substantially reduces the problem
dimension, circumvents the need for feature decomposition
of the data, is not constrained by distribution-related char-
acteristics, and does not require any undergirding models or
basis functions. Furthermore, the spectral graph topological
invariants are tracked in a simple control chart setting, which
is easier to interpret, and precludes complex, parametric black-
box models for capturing process drifts.

For the purposes of juxtaposition, consider a d = 5
dimensional system. Monitoring such a system with conven-
tional statistical approaches requires mining of several fea-
tures (statistical moments), such as mean, standard deviation,
range, skewness, kurtosis, etc. Furthermore, suppose five such
statistical features are extracted for each dimension; thus,
there are 5 (features) × 5 (dimensions) = 25 total features
to be tracked; the number of features grows linearly with
the dimension of the system. To monitor multiple features
simultaneously, typically, a dimension reduction technique,
e.g., principal component analysis (PCA), is used. In contrast,
the graph theoretic approach proposed in this paper relies on
only two topological invariants irrespective of the dimension
of the data. This makes the presented approach particularly
appealing from a computational perspective. We note the
following novel contributions of this work.

1) A method to fuse data from multiple sensors based
on transforming a time series into an undirected and
unweighted planar network graph.

2) The concept of using graph theoretic topological invari-
ants for monitoring drifts in the system dynamics.

To the best of our knowledge, this application of spectral
graph-theoretic approaches for quality monitoring presents a
novel development. The practical outcomes are as follows.

• The approach was tested with two numerical case studies
to assess the effect of aspects, such as nonlinearity,
nonstationarity, intermittency, noise, and cross-correlated
data (multiple sensors) in Section IV. The approach is
found to be robust to both noise and cross-correlated
sensor signals, and it detects drifts in nonlinear and
stochastic systems under intermittency earlier compared
with the conventional statistics-based approaches.
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• The method was applied to successfully detect drifts in
two real-world advanced manufacturing systems.

Nonetheless, the approach has the following drawbacks.
1) It cannot detect drifts that are purely in the first moment

(mean).
2) It is restricted to drift detection as opposed to drift

identification (classification of the type of drift).
3) It assumes homogenous sampling across sensors.
The rest of this paper is organized as follows. The literature

from the perspective of fault (anomaly) detection is briefly
reviewed in Section II. The methodology to transform a
multidimensional signal into an unweighted and undirected
planar graph and subsequent monitoring with graph variants is
detailed in Section III. The approach is tested with numerically
generated signals in Section IV and applied to two real-world
advanced manufacturing applications in Section V. The con-
clusions and the avenues for further research are summarized
in Section VI.

II. LITERATURE REVIEW

The prior literature related to this paper is introduced in the
following four contexts.

1) Existing approaches in process monitoring.
2) Graph theoretic approaches in network anomaly detec-

tion.
3) Emerging forays in graph theoretic signal processing.
4) Previous work by the authors in spectral graph theory.

A. Status Quo in Process Monitoring and Anomaly Detection

The cornerstone of process monitoring is to extract and
track relevant features from the data. A classic example is the
statistical process control (SPC) chart, where signal statistics,
such as mean, range, standard deviation, etc., are monitored
over time [19]. If these features fall within a priori defined
thresholds, called control limits, then the system/process is
deemed to be in-control, else an anomaly (or the so-called out-
of-control state) is indicated [19]. Several drawbacks inhibit
traditional SPC charts for monitoring complex signals, namely:

1) restrictive assumptions that deter modeling of complex
data, e.g., those not confirming to well-known proba-
bility distributions, and independence and stationarity
constraints [18];

2) reliance on linear statistics, such as popular first and
second moments, which cannot adequately capture non-
linear state-space dynamics [8], [14];

3) poor ability to accommodate high-frequency sampling,
persistent autocorrelation, and heavily skewed (asym-
metric distribution) data [15]–[17].

In the context of multivariate (multidimensional) data, con-
trol charts, such as Hoteling T 2, multivariate exponentially
weighted moving average (MEWMA), and multivariate cumu-
lative sum charts, are some of the approaches used for process
monitoring [17], [20]. In addition, a dimension reduction step,
such as PCA, is frequently applied to the features extracted
from the data, and the process subsequently monitored in the
resulting reduced dimensional space [19], [21].

In recent years, researchers have combined SPC approaches
with contemporary techniques, such as neural networks (NNs)

[22], [23], multiscale wavelet decomposition [15], [24], [25],
geometry preserving transforms [9], [18], and information
theoretic approaches [26]. In this context, we direct the
reader to a recent article by Cheng et al. [27] who con-
ducted a detailed review and compared various techniques
for the monitoring of complex time series data. For instance,
Guo et al. [15] presented an approach that tracks Harr
wavelet coefficients in an SPC setting to detect process drifts.
Jeong et al. [25] described a similar wavelet-SPC procedure
using the Symlet-8 wavelet basis function.

The foremost drawback with the wavelet-based approach
is that the (wavelet) transform decomposes a univariate data
stream into several components, as opposed to integrating
multiple sensor signals. In addition, the fidelity of detection
is contingent on the basis and scaling functions chosen for
decomposition [24]. In the context of this paper, a priori
determination of the wavelet basis and scale would not be
tenable for a system depicting marked intermittency and
multiple drifts.

Pugh [22] and Zorriassatine and Tannock [23] have
employed NNs with control charts for process monitoring
applications. As an example of NN-based process monitoring,
Rao et al. [11], [28] combined a feedback-delay embedded a
recurrent NN (RNN) with a Bayesian particle filter (PF) for
real-time detection of surface variations in a UPM [diamond
turning (DT)] process. The weights of an RNN are updated in
real time using a PF model. Finally, the PF-updated network
weights are monitored in an SPC setting using mean-shift
clustering. However, NN-based methods are computationally
demanding and need a predetermined structure, such as the
number of layers and neurons. In contrast, the graph theoretic
approach proposed in this paper does not require an a priori
defined model structure.

Another tack taken by researchers is to project the data
(time series signal) into a geometry preserving space, such
as reproducing kernel Hilbert space and discriminant locality
preserving projection (LPP), as proposed by Huang et al. [9]
and He and Zhou [18], respectively. The main disadvantage
with these aforementioned approaches stems from the atten-
dant computational complexity, such as the need to optimize
the geometry preserving characteristics of the embedding
space [18]. In contrast, the graph-theoretic approach proposed
in this paper is nonparametric and basis-free; it also cir-
cumvents the need for embedding space optimization or data
compression steps.

B. Graph Theoretic Approaches in Network
Anomaly Detection

Several researchers have proposed graph theoretic
approaches for anomaly detection in hardware
networks [29]–[34]. The aim is to detect failures in
infrastructure networks, e.g., power and wireless sensor
networks using graph theoretic approaches. These approaches
can be mainly divided into node or edge failure detection
methods. For instance, Chakrabortty and Martin [30], [31]
developed an algorithm for optimally placing sensors on the
edges of large electric power networks. They designed an
unweighted directed graph with generators as nodes and the
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tie-lines as edges. We note that the potential location of the
sensors was constrained based on a graph whose structure
was known a priori. However, in the context of this paper,
viz., analysis of multisensor/multivariate data using a graph
theoretic approach, it is not tenable to assume an a priori
network structure.

As another example, Barooah [33] studied the problem of
sensor failures in a wireless sensor network. They considered a
directed graph in which the wireless sensors were represented
as nodes, whereas edges were the putative communication link
between sensors. Barooah [33] developed an algorithm termed
as distributed source separation detection (DSSD) to detect
the occurrences of communication link failures. Although the
algorithm detects catastrophic sensor failure, it is not intended
for detecting malfunctioning sensors (out of control state).
Moreover, the performance of the developed DSSD algorithm
is parameter-dependent.

In a similar context, Dhal et al. [32] proposed a directed
weighted graph to detect the failure of the links in complex
networks. They named those links that are prone to failure,
as critical link set, which is a subset of the graph edges.
In a recent work, Wan et al. [34] studied the topological
aspects of linear dynamic networks. They used Cramer–Rao
bounds to derive a relationship between eigenvalue estimations
and network topological structure based on Laplacian
eigenvalues.

In summary, such graph theoretic approaches are well
suited for applications, such as optimal sensor placement. The
leitmotif is to capture failures in the nodes or edges of a
hardware network whose structure is predefined. This paper,
however, has a very different context both methodologically
and application-wise in the following ways.

1) Our focus is to detect change points in a multivariate
data set (and not failures in a network), which is
inherently unstructured, by converting the data into a
network without assuming any a priori structure to the
network.

2) We use the spectral graph Laplacian eigenvalues for
capturing system change points and not transition proba-
bilities or combinatorial features as commonplace in the
network anomaly detection area.

In our future work, we will endeavor to synergistically inte-
grate this work in the change point monitoring domain with
the algorithms from the network anomaly area.

C. Graph Theoretic Signal Processing

Spectral graph theoretic approaches have been used previ-
ously to describe topological relationships in various physical
domains, most predominantly in image processing [35], [36].
Application of graph theoretic approaches for signal process-
ing is a nascent domain with recent notable review articles
by Hammond et al. [37], Sandryhaila and Moura [38], and
Shuman et al. [39], [40]. Concerning signal processing on
graphs, mathematically rigorous analogies, such as shift oper-
ators, Fourier, and wavelet transforms, are being established
in the spectral (algebraic) graph domain [37]–[42].

Belkin and Niyogi [43], [44] and Niyogi and He [45]
in a series of seminal articles proposed embedding high-

dimensional data as an undirected graph, and subsequently
projecting the data into the eigenvector space of the graph
Laplacian, called LPP [43]–[45]. The LPP approach has
been recently adapted for process monitoring applications by
He and Zhou [18]. As we will demonstrate in Sections IV
and V, spectral graph theoretic approaches present a simple,
tractable means to fuse complex multisensor signals. We will
use the Eigen spectra of graphs to capture abnormal drifts;
this is one of the novel contributions of this paper.

Le et al. [46] applied directed graphs (digraphs) for the
analysis of multidimensional vector cardiogram (VCG) sig-
nals. Their approach converts the VCG signal into a directed
graph/digraph (as opposed to the undirected graph in this
paper) based on Markov transition probabilities, contingent
on a priori defined system states. Various features, including
spectral graph features, of the Markov transition probability
matrix, which are closely related to the physical dynamics of
the heart, were extracted from VCG data and used for the
identification of a heart-related deficiency called myocardial
infarction vis-à-vis healthy (control) conditions.

Recently, Sun et al. [47] reported a weighted directed
network approach for characterizing dynamical systems. They
order the data points within a sliding window according
to their ordinal and amplitude information, thus innately
capturing the shape and scale properties of the signal. This
information is represented as a directed network graph with
loops. The network topology is characterized in terms of
properties, such as degree distribution, shortest path length,
and density (using combinatorial techniques). Sun et al. [47]
correlated the dynamics of a Rössler system with the above
graph network properties. The shortcoming with Sun et al.’s
approach [47] stems from the combinatorial network graph
approach ascribed, which increases the computational burden.
Furthermore, their approach does not accommodate multidi-
mensional signals.

From this brief review, the gaps evident in the status quo
can be summarized as follows. The existing techniques are
contingent on extraction and subsequent monitoring of statis-
tical features, computationally expensive and assume a priori
known parameters, such as number of neurons and matching
function basis, and difficult to generalize for multidimensional
(multisensor) situations.

We intend to transcend these existing gaps in the literature
toward a computationally tractable means to monitor system
abnormal drifts from multidimensional data.

D. Relationship to the Authors’ Prior Work
in Spectral Graph Theory

The Eigen spectra of graphs have been used previously
for segmenting (partitioning) an image based on brightness,
texture, and color of pixels [35]. We now briefly note the
key differences of this particular paper from our previous
work on spectral graph theory. For instance, Rao et al. [48]
used the Eigen spectra of graphs extracted from 2-D micro-
graph images of finely finished semiconductor wafers to
quantify the surface finish. Our results indicate that the
second eigenvalue of the Laplacian matrix, called Fiedler
number (λ2), can track subtle changes to nanosurface morphol-
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ogy, which were not detected using the conventional statistical
metrology.

Rao et al. [49] further extended the application of spectral
graph theory to laser-scanned 3-D spatial data for the purposes
of defect localization in parts made using fused filament
fabrication additive manufacturing process.

This paper differs from our previous publications [48], [49]
related to spectral graph theory in the following manner.

1) The integration of spectral graph theory and online
process monitoring in the context of multivariate
SPC has not been attempted before.

2) It extends the concept of spectral graph theory to
d-dimensional temporal data, as opposed to static
image [48] and spatial data [49]. This is not a trivial
extension, because the time factor requires consideration
of windowing and overlap parameters, and the physical
process dynamics.

3) As the emphasis of this paper is data fusion and sub-
sequent change point detection in temporal signals, it is
necessary to compare and contrast the effect of noise,
nonlinearity, and cross correlation on the performance
of our proposed approach. We have assessed the effect
of these factors on change point detection via metrics,
e.g., average run length (ARL) and F-score from the
SPC area.

The methodology devised is described herewith.

III. PROPOSED METHODOLOGY

The methodology consists of three phases as detailed in
Sections III-A–III-C. It is noted that the mathematical founda-
tions of the proposed methodology share commonality with the
authors’ recent publications [48], [49]. These are still retained
herein in order to preserve the contextual underpinnings from
the readers’ point of view.

A. Phase 1: Graph Theoretic Representation
of Multidimensional Sensor Signals

The objective of this phase is to represent a sequence X

of sensor data as an unweighted, undirected network
graph G, i.e., achieve the mapping X �→ G(V , E) with nodes
(vertices) V and edges (links) E . Before we proceed, we
clarify the mathematical notations that will be used.

Since the proposed approach is designed for online moni-
toring, as new data arrives, the size of X grows continually.
Consequently, the number of rows (N) in X will become
exceedingly large, thus increasing the computational burden.
Hence, for ease of computation, we operate the spectral graph
approach in a window-based manner. For tractability, consider
that the window size is chosen to be K data points long, and
sampled contiguously without overlap. We note that in actual
implementation, we will use an overlapping window (whose
size is denoted by k, and overlap in data points as l); this does
not affect the essential concept.

We begin by considering the data XK×d , where K is the
window size in data points and d the dimensions (number of
sensors). First, pairwise comparison wi j is computed using a

kernel function � [35]; in (2), −→xi and −→x j are the two rows
of XK×d for a particular window

wi j = �(−→xi ,
−→x j ), ∀ i, j ∈ (1 . . . K ). (2)

Next, a threshold function � is applied, which converts wi j

into a binary form

�(wi j ) = wi j ∈ {0, 1}. (3)

The binary symmetric similarity matrix SK×K = [wi j ]
represents an unweighted and undirected network graph G;
each row and column of S is the vertex (or node) of the
graph G ≡ (V , E) [50]. The weight of an edge connecting a
node i with another node j is wi j . Pertinently, in the network
graph, G ≡ (V , E), only those nodes satisfying the threshold
condition set in (3) are connected, i.e., if an edge exists
between any two nodes i and j , then wi j = 1, else wi j = 0.
It is apparent that the topology of the graph G depends on the
kernel (�) and threshold (�) functions. For instance, in this
paper, the following radial basis kernel and threshold function
pairs are used:

wr
i j = �(−→xi ,

−→x j ) = e
−

( ‖−→xi −−→x j ‖2

σ2
E

)

(4)

�
(
wr

i j

) = wr
i j =

{
1, wi j ≤ r

0. wi j > r
(5)

SK×K = [
wr

i j

]
(6)

where r = ((
∑K

i=1
∑K

j=1 wr
i j )/(N2)) and σ 2

E is the overall
statistical variation of the Euclidean distance matrix EK×K =
[‖−→xi −−→x j ‖2]. Equations (4) and (5) are particularly important,
because they convert a data stream into an unweighted undi-
rected graph G ≡ (V , E).

The threshold in (5) entails that a pair of nodes whose edge
weight is smaller than r are connected; thus that nodes that
are farther away from each other are connected. The direction
of the threshold is a result of the following observation for the
radial basis kernel: lim−→xl −−→x j →0 wr

i j = 1. This implies that the
nodes that are closer to each other have higher edge weights,
whereas we wish to connect nodes that are farther away from
each other. Designing the threshold, as shown in (5), has the
effect of connecting nodes that are farther apart. We also use
the standardized Euclidean kernel

we
i j = �(−→xi ,

−→x j ) = (−→xi − −→x j )V −1(−→xi − −→x j ) (7)

�
(
we

i j

) = we
i j =

{
1, wi j ≥ r

0, wi j < r
(8)

where V is the variance diagonal matrix; this is essentially
a normalization of the columns of X. In addition, we note
that for the Euclidean kernel, the direction of the thresh-
old is reversed. This is because in the Euclidean kernel,
lim−→xl −−→x j →0 we

i j = 1. We have also tested the following dis-
tance norms, apart from the radial basis and standardized
Euclidean: Mahalanobis, Chebychev, and Correlation dis-
tances. In this paper, we will report results from the radial
basis and standardized Euclidean norms.

A key concern is to determine the threshold r in (5) and (7)
adaptively. We achieve this by setting r equal to the average
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of the weights wi j . The advantage of using such an adaptive
threshold r is that the approach can be made contingent on
the signal characteristics; this makes the proposed approach
truly nonparametric in nature. We will show, using both
numerically generated and experimentally acquired signals, in
Sections IV and V, respectively, that this adaptive thresholding
approach is adequate for practical applications.

In closing, we note that using the radial basis and
Euclidean kernels entails making the implicit assumption that
the columns of X are statistically independent. This assump-
tion can be relaxed by using the Mahalanobis kernel, which
accounts for the correlation in the columns of X, but can be
computationally demanding as the variance–covariance matrix
must be estimated. We show using a numerically generated
case study in Section IV that the radial basis and standardized
Euclidean kernels used in this paper are nonetheless superior to
conventional statistics-based approaches, notwithstanding the
correlation among the columns of X.

B. Phase 2: Quantification of Network Topology
Using Graph Invariants

Once the data XK×d in a particular window is represented
as a graph G, relevant topological information is extracted
from G. This topological information is subsequently used for
detecting the changes in system dynamics as manifest in the
signal X. First, the degree di of a node i is computed, which
is a count of the number of edges that are incident upon the
node, and the diagonal degree matrix D structured from di is
obtained as follows:

di =
K∑

i=1

wi j ∀i = {1 . . . K } (9)

DK×K def= diag(d1, . . . , dk). (10)

Next, the volume V and the normalized Laplacian L of the
graph G are defined as

v(G)
def=

K∑
i=1

di = tr(D) (11)

LK×K def= D− 1
2 × (D − S) × D− 1

2 (12)

where

D− 1
2 = diag

(
1√
d1

, . . . ,
1√
dK

)

L is analogous to Kirchhoff matrix encountered in electrical
networks [51]. Thereafter, the Eigen spectrum of L is com-
puted as

Lv = λ∗v. (13)

We note that L is symmetric positive semidefinite, i.e.,
L ≥ 0, and its eigenvalues (λ∗) are nonnegative and bounded
between 0 and 2, i.e., 0 ≤ λi ≤ 2. The smallest nonzero
eigenvalue (λ2) is termed the Fiedler number and the cor-
responding eigenvector (v2) as the Fiedler vector [50], [52].
Barring pathological scenarios that rarely occur in practical
circumstances, the Fiedler number is strictly bound between

0 and 1, i.e., 0 < λ2 < 1; the reasoning for this bound is ten-
dered in Section III-F. Further properties concerning the graph
Laplacian Eigen spectrum are listed in the Appendix [50], [52].
We note that the complete Laplacian Eigen spectrum is
not used; only the second value, i.e., the Fiedler number (λ2)
needs to be computed.

The graph topological invariant Fiedler number (λ2) is
used as a quantifier for X. Since different norms can be
used for obtaining the normalized Laplacian matrix L, we
label the Fiedler number from radial basis [see (4) and (5)]
and standardized Euclidean norms [see (7) and (8)] as λ2r

and λ2e , respectively. We denote the Fiedler number set
as �h

2 = [λh
2r , λh

2e ] for a particular window h, h ∈ N1.
In actual implementation, we apply an overlapping window-
based procedure to the original time series signals X as
detailed in the following two-step procedure.

Step 1: Determine the window size k (data points) and
overlap l (data points) between two consecutive windows. The
key challenge is to select a sufficiently large window size k and
overlap l that does not impose computation constraints, while
reducing the detection delay [lower ARL (ARL1)]. The choice
depends on the data; k and l are the only heuristic parameters
in the approach. We suggest guidelines for the selection
of k and l in Section III-E.

Step 2: Estimate the Fiedler number �h
2 = [λh

2r ,λh
2e ]

using (13) for each window h ∈ N1; h = {1, 2, 3 . . . T }.
We thus obtain a sequence of Fiedler numbers for the total T
windows �1

2,�
2
2 . . .�h

2 . . .�T
2 ; h ∈ N1. Noting that �h

2 =
[λh

2r ,λh
2e ], we now have a multivariate sequence in time.

C. Phase 3: Exponentially Weighted Control Charts
for Monitoring of Fused Signals

The next task is to track the time series X using the Fiedler
numbers �1

2,�
2
2 . . .�T

2 as monitoring statistics. We may use
two strategies to monitor �2:

1) univariate control charts for separately monitoring the
individual Fiedler numbers λ2r and λ2e [19];

2) multivariate control charts to monitor �2 over time [20].
In this paper, we use the latter strategy based on multivariate

control charts given its simplicity. Since we do not know the
underlying distribution of the Fiedler number, we choose the
EWMA family of control charts [19]; the EWMA control chart
is known to be robust to departures from normality and has
been used in the previous studies [9], [15].

Although, more evolved techniques, such as NNs, Bayesian
methods, nonlinear system identification tools, etc., can be
used, these are relatively complex. Our objective is to show
that the spectral graph invariants are suitable parsimonious
features for the detection of abnormal system drifts. This
nuance can be occluded when sophisticated, nonlinear black
box methods, such as NNs, are employed for classification.
Hence, techniques, such as NNs, support vector machines,
Bayesian clustering, etc., are eschewed in the present work.

D. Design of Multivariate EMWA Control Charts
for Process Monitoring

We assume that the reader is familiar with the MEWMA
procedure from the area of quality control [19]. At the outset,
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we note the following drawback with using the univariate
EWMA control chart, as described by Montgomery [19]. With
small exponential weight parameter λ (=0.05–0.25, typically),
EWMA-based control charts are sensitive to small drifts.
However, if there is a shift in the preceding trend from one side
of the centerline of the chart toward the opposite side, then the
EWMA family of charts is slow to react. Montgomery terms
this the inertia effect [19].

The inertia effect has an important practical implication in
this paper. Owing to the inertia effect, EWMA control charts
will be used to detect process drifts from a priori designated
normal states to abnormal states, but not vice versa. This
restriction is practically tenable, as it is more valuable to
detect transitions from the normal state to abnormal states
rather than the converse. Therefore, in this paper, the ARL1
performance is restricted for the comparison of drifts from
designated normal to abnormal states.

The control limits of the MEWMA control chart are deter-
mined based on the desired amount of ARL0, which represents
the expected number of in-control points before observing
an out-of-control point when the process is known to be
in-control. In this work, we set λ = 0.10, and subse-
quently determine the control limits for ARL0 = 200,
which we obtain from offline Monte Carlo studies. The
value chosen for λ (=0.10) is based on recommendations by
Montgomery [19] for a non-Gaussian data stream.

Setting ARL0 = 200 ensures that the performance compar-
isons across scenarios are equitable, i.e., α-risk (Type I error)
is identical across different scenarios (ARL0 ∝ α−1).
Accordingly, the ARL1, viz., the expected number of
in-control points when the process is known to be out-of-
control, is used for comparing the performance of conventional
statistical feature-based MEWMA chart with Fiedler number-
based MEWMA [19]. Moreover, to mitigate spurious detec-
tions (Type I error), we report a change in process state only
when at least three consecutive values of the MEWMA control
chart statistic fall out-of-control.

In closure, we note that the MEWMA control chart tracks
the Fiedler number set �h

2 = [λh
2r , λh

2e ] which are obtained
across windows h, h ∈ N1; hence, the ARL0 and ARL1 limits
are stated in terms of windows as opposed to raw data points.

E. Note on Parameter Selection (k, l, and λ)

Three parameters are pivotal in the application of the
approach, namely: 1) the window size k; 2) overlap l; and
3) the exponential weight λ used in the MEWMA control
chart. The key consideration in choosing the window size k is
that any persistent autocorrelation between windows is
minimal.

A simple approach for the selection of k is to conduct
an offline sweep for a particular type of signal. We use this
approach. A more nuanced technique is to set the window
size k = 2–3 times the longest period of the signal in
the same vein as the Nyquist sampling criterion. As a third
tack, the autocorrelation function (ACF) or the automutual
information (AMI) function may also be used to determine
the window size k [7], [8]. The first zero crossing of the ACF
and the first minimum of the AMI can be chosen to set k.

The computational burden increases while detection delay
decreases with the increase in overlap l. Thus, there is an
intrinsic tradeoff between computational expense and detection
delay vis-à-vis the magnitude of window overlap l. Our offline
studies revealed that a choice of l in the range of 30%–50% of
the window size was adequate. In this paper, we set l = 35%.
To the best of our knowledge, there is no rule-based approach
for estimating the overlap.

Finally, the MEWMA parameter λ influences the sensitivity
of the MEWMA control chart, selecting a smaller λ entails
higher sensitivity (smaller ARL1). As in the case with the
overlap l, there are no strict procedures for the selection
of λ; 0.05 ≤ λ ≤ 0.25 is generally recommended in reference
texts [19]. We set λ = 0.10 based on the suggestion of
Montgomery for non-Gaussian data streams [19].

F. Justification for Using Graph Theory
for Process Monitoring

We now provide the mathematical justification for using
the Fiedler number (λ2) to measure the edge connectivity of a
graph G, and as a consequence, monitor changes in the system
dynamics from the signal pattern (X). Two justifications can
be tendered as to the reason why complex dynamics can be
captured using the graph theoretic invariants. The first is based
on the Laplace–Beltrami operator [43]–[45]. This justification
provided by Belkin and Niyogi [43], [44] proves that the
Laplacian L converges to the Laplace–Beltrami operator; this
result directly links the topology of the graph G with the
underlying manifold (space) wherefrom the data are sampled.
In other words, Belkin and Niyogi [43], [44] substantiate
the intuition that the graph Laplacian indeed captures the
complex spatio-temporal dynamics of high-dimensional data
in a low-dimension space, namely, the graph G(V , E). The
second justification is motivated from spectral graph image
clustering using the normalized cut approach proposed by
Shi and Malik [35].

We provide a broad justification from the area of sig-
nal processing. Since the Laplacian matrix is real sym-
metric, its eigenvectors v offer an orthonormal basis, i.e.,
v1⊥v2 . . .⊥ . . . vn; 〈vi , v j 〉 = 0; 〈vi , vi 〉 = 1. Analogous to the
discrete Fourier transform, a graph Fourier transform Ĝ(·) on
a signal XN×1 (consider d = 1 for simplicity) can be defined
assuming that the Laplacian matrix (L) is not defective (the
graph has no isolated nodes) as follows [38]–[42]:

Ĝ(X) = 〈X, v〉
Ĝ(X) = [ 〈XT , v1〉 = a1 · · · 〈XT , v1〉 = an ]

X =
i=n∑
i=0

Ĝ(X) · vi . (14)

From (14), it can be surmised that the eigenvectors of
the Laplacian are essentially akin to a Fourier basis, with
coefficients ai (ai ∈ R, because XT , v ∈ R). Moreover,
because all the Laplacian eigenvalues are real, we may write

〈XT , v1〉 = ai = kiλi ∀i > 1. (15)

In other words, the so-called graph Fourier coefficients ai

are the multiples of the eigenvalues λ∗ of the Laplacian (13).
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Fig. 2. FFT of a time series compared with the FFT of the Fiedler vector (v2).
(a) Original time series is composed of two simple sinusoidal components, at
50 and 150 Hz. (b) Fiedler vector (v2) resembles the time series shown in (a)
with respect to the number of components. (c) FFT of the time series shows
two prominent peaks, as expected, at 50 and 150 Hz. (d) FFT of the Fiedler
vector (v2) also shows two peaks at 50 and 150 Hz.

Fig. 3. Trend of the radial basis Fiedler number (λ2) as a function of
change in variation (σ 2) of a Gaussian N (0, σ 2) process. The error bars are
±3 s/

√
n long, where s is the standard deviation of Fiedler number estimated,

and n = 5000 is the sample size.

Instead of using the complete orthonormal eigenvector set
v and accompanying eigenvalues λ∗ (13), in this paper, we
have restricted our analysis to the second eigenvalue (λ2),
called the Fiedler number. This is akin to using the coefficient
of the first nontrivial component in a wavelet decomposition
sense.

An example of how the graph Fourier transform relates
to the FFT is shown in Fig. 2, from which it is evident that
the Fiedler vector [v2, Fig. 2(c)] and the Fourier transform of
the Fiedler vector (v2) [Fig. 2(d)] closely match the spatio-
temporal dynamics of the time series [Fig. 2(a)] and Fourier
transform of the time series [Fig. 2(b)], respectively.

In summary, a mapping X �→ G can be achieved
whose temporal evolutions are characterized using the Fielder
number (λ2). Instead of tracking statistical features, the pro-
posed graph theoretic approach entails monitoring process
drifts from the signal (X) via topology of the network
graph (G). Hence, a direct link can be drawn between process
drifts and the topology of the graph network as quantified by
the Fiedler number (λ2).

As an example, Fig. 3 shows the trend in Fiedler
number (λ2r ) using the radial basis kernel of (4) from the
radial basis norm versus variation (σ 2) of a Gaussian inde-

pendent identically distributed process N (0, σ 2). As the
signal variation increases, the Fiedler number decreases.
The difference in mean Fiedler number (λ2) is statistically sig-
nificant (p value < 5%) for nine of ten Tukey’s pairwise com-
parisons at the five levels of σ 2 (=1, 1.25, 1.50, 1.75, 2) tested.
Thus, the signal characteristics have been implicitly consoli-
dated in terms of the edge density or edge connectivity of a
network graph G ≡ (V , E) via the Fiedler number (λ2). This
assertion will be further substantiated in Sections IV and V,
using numerical simulations, as well as experimentally
acquired data, respectively.

IV. CASE STUDIES WITH NUMERICALLY

GENERATED SIGNALS

In this section, we test the presented graph theoretic
approach for process monitoring in the light of two case
studies using numerically generated signals. These case studies
are as follows.

Case I—Nonlinear System (Section IV-B): A bivariate time
series derived from a Rössler system that intermittently cycles
through different quasi-periodic and chaotic states.

Case II—Stochastic System (Section IV-C): Time series
composed from piecewise (weakly) stationary signals derived
from a Box–Jenkins ARMAX (2, 1) system.

The aim of these numerical studies is to show that the
Fiedler number, �2 = [λ2r ,λ2e ], can capture drifts in time
series that portrays intermittent dynamics at an earlier stage
and (shorter ARL1 and low β-risk) and higher detection
consistency (DC) [see (17)] compared with the traditional
approaches.

A. Testing and Verification Procedure

The following testing and verification framework is
followed.

1) We first generate time series (X) with four different
behaviors that are obtained by the adjustment of the
system parameters. Letting 	1, 	2, 	3, and 	4 be the
four respective systems behaviors thus simulated, we
label 	1 as the normal state (base signal), and 	2, 	3,
and 	4 represent the shifted system states (anomalous
or abnormal system states).

2) The constituent subsystems 	1, 	2, 	3, and 	4 are of
identical lengths of 20 000 data points. The concatenated
signal 	 = 	1 ⊕ 	2 ⊕ 	1 ⊕ 	3 ⊕ 	1 ⊕ 	4 ⊕ 	1 is
140 000 (=20 000 × 7) data points long [see Fig. 5(a)
for an example]. The concatenated signal 	 [Fig. 5(a)]
has six abnormal drifts (akin to process faults), namely,
	1 → 	2, 	2 → 	1, 	1 → 	3, 	3 → 	1, 	1 → 	4,
and 	4 → 	1. Out of these six abnormal drifts, we
consider only those that are indicative of drifts from the
normal state (	1), i.e., 	1 → 	2, 	1 → 	3, and 	1 →
	4. This qualification is imposed due to the following
two reasons.

a) Inertia Effect of EWMA-Based Control Charts: As
expounded earlier, due to the inherent nature of the
EWMA control charting procedure, sudden change
in drifts from one side of the center line to the other
has longer ARL1 [19].
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b) It is practically expedient to detect drifts from
normal to anomalous states versus the converse.

3) The Fiedler number trends �2 = [λ2r ,λ2e ] and eight
statistical features � for each sliding window on
the concatenated signal 	 (according to the window-
ing procedure described earlier in Section III-B) are
computed.

4) The eight statistical features extracted are: mean, stan-
dard deviation, range, interquartile range, maximum,
minimum, skewness, and kurtosis.

5) The sliding window used in the numerical case study
has a length set at k = 500 data points with l = 35%
overlap in neighboring windows. These were determined
based on offline studies. We do not report these offline
studies for brevity. Furthermore, we extract the principal
components �̂ from the statistical feature set � for each
sliding window.

6) Three MEWMA control charts are constructed, for cap-
turing system drifts:

a) �2-MEWMA for monitoring the Fiedler number
trends �1

2,�
2
2 . . .�T

2 , i.e., the Fiedler number set
�2 = [λ2r ,λ2e ] assessed for each window is
monitored;

b) direct-MEWMA for monitoring statistical
features �;

c) PCA-MEWMA monitoring the first five principal
components �̂.

7) We adjust the control limits for the MEWMA charts
such that the ARL0 is approximately ∼200 ± 5, and
the ARL1 performance is observed. In other words,
the Type I (false positive, α-risk) error rate is fixed
at ∼0.5%. The ARL0 control limits are obtained based
on separate a priori offline Monte Carlo studies using
a 106 data point long time series of the normal (base)
state signal 	1.

8) We note that, because �1
2,�

2
2 . . .�T

2 are obtained across
windows, the ARL0 and ARL1 limits are also presented
in terms of window units.

9) To further mitigate Type I error rates, we report a process
drift only if three consecutive points on the control chart
are found to lie outside the control limits. Thus, we have
chosen an exceedingly conservative strategy in order to
avoid Type I errors.

10) We implement the above-mentioned procedure under
different conditions of measurement noise. In other
words, we add a Gaussian white noise component to
the concatenated signal as follows:

εη = η ∗ σ1 ∗ ε

η = {0, 0.05, 0.10, 0.15, 0.20, 0.25} (16)

where σ1 is the standard deviation of the base component
(normal state) 	1; hence, 	́ = 	 + εη.

Thus, at each of the six measurement noise levels (η), we
have three types of system faults (abnormal drifts) in the
signal. We report the mean ARL1 for each type of abnormal
drift from M = 45 replications. As noted previously, α-risk is
maintained constant at 0.5%. We also compute the DC, which

Fig. 4. Rössler system with different values of the parameter a, while
maintaining b = 0.40 and c = 8.50. These are similar to the Rössler attractors
studied by Crutchfield et al. [53] and Farmer et al. [54]. The attractor shows
period doubling property as the parameter a increases, and is manifestly
chaotic at a = 0.21.

is defined as follows:
Detection Consistency

= number of instances of abnormal drift captured

total number instances with abnormal drifts (M = 45)
.

(17)

B. Case I—Detection of Drifts in a Nonlinear System

The objective of this paper is to assess the relative per-
formance of the graph theoretic approach for the detection
of anomalous (abnormal) process drifts in a nonlinear system
depicting quasi-periodic and chaotic behavior vis-à-vis direct-
and PCA-based MEWMA control charts. For this purpose,
we generate signals based on the popular Rössler system
of equations as expressed in the following [53], [54] (see
also Fig. 4):

φ(t; a, b, c) =

⎧⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎩

d

dt
x(t) = −(y(t) + z(t))

d

dt
y(t) = x(t) + ay(t)

d

dt
z(t) = b + x(t) · z(t) − cz(t)

⎫⎪⎪⎪⎪⎬
⎪⎪⎪⎪⎭

. (18)

We initialize the Rössler system with starting points
x0 = 0.2, y0 = 0.3, and z0 = 0.2. The parameter a takes
one of four values, namely, a = {0.15, 0.17, 0.19, 0.21} with
b = 0.40 and c = 8.50. This is identical to the Rössler
system dynamics studied in depth by Crutchfield et al. [53]
and Farmer et al. [54]. We use the signals in the x(t) and y(t)
components for this paper.

The state-space plot for the four systems along the chosen
axis is shown in Fig. 4. Hence, the data set X has two columns
(d = 2). We did not include the third dimension z(t), because
the drift becomes exceedingly high and thus easier to detect
when z(t) is included; the 2-D case is found to be more
challenging. The four systems studied in this paper are shown
in Table I and Fig. 4. The aim is to detect abnormal drifts in
the combined signal 	.
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TABLE I

DIFFERENT TYPES OF RÖSSLER SYSTEMS FOR STUDYING ABNORMAL
DRIFTS IN QUASI-PERIODIC AND CHAOTIC SIGNALS

Fig. 5. Performance characterization of the �2-MEMWA with direct-
and PCA-MEWMA control charts for the zero noise (η = 0%) Rössler
system. (a) 2-D Rössler time series used for the case study, with the system
drifts annotated; there are three abnormal drifts that we wish to detect, viz.,
	1 → 	2, 	1 → 	3, and 	1 → 	4. (b) Fiedler number-based MEWMA
(�2-MEMWA) control chart reacts almost instantly to the system drifts.
(c) Statistics-based direct MEWMA control chart shows multiple instances
of Type II (failing to detect error). (d) PCA-MEWMA control chart also
shows instances of Type II error. For the majority of the cases, �2-MEMWA
outperforms direct- and PCA-MEWMA control charts.

Furthermore, we include additive (measurement) Gaussian
N(0, 12) noise scaled as a multiple (η) of the standard devia-
tion of the base signal (16). This adds a stochastic dimension
to the case study. We note that given the inertia effect of the
EWMA chart, we will focus on abnormal drifts from the prela-
beled base system 	1, i.e., there are three abnormal drifts that
we wish to detect, viz., 	1 → 	2, 	1 → 	3, and 	1 → 	4.

Next, we apply the proposed approach to the Rössler
systems shown in Fig. 4 adhering to the testing and verification
procedure described in Section IV-A. Representative results
are shown in Fig. 5. The Rössler time series for the noise
free (η = 0%) case is shown in Fig. 5(a) followed by
the MEWMA charts for the Fiedler number (�2-MEMWA),
direct-MEWMA, and PCA-MEWMA control charts in
Fig. 5(b), (c), and (d), respectively.

From Fig. 5, it is noted that the �2-MEMWA control chart
[Fig. 5(b)] signals a drift almost instantaneously; note that we

TABLE II

COMPARISON OF RESULTS FROM �2-MEWMA CHART WITH THOSE
BASED ON STATISTICAL FEATURES FOR THE NONLINEAR SYSTEM

CASE (CASE I). THE ARL 1 AND DC RESULTS REPORTED ARE

FROM A 45-FOLD (M = 45) REPLICATION STUDY. NA
SYMBOLIZES THAT THE CHANGE WAS NOT DETECTED

focus on three types of drifts 	1 → 	2, 	1 → 	3, and
	1 → 	4. In contrast, the direct- and PCA-MEMWA control
charts [Fig. 5(c) and (d)] have both longer delays (large ARL1)
and attendant high Type II or failing to detect errors.

An explanation for the high Type II error of conventional
direct- and PCA-MEMWA control charts is tendered in terms
of the ACF. Further analysis of the Rössler system time series
signals [Fig. 5(a)] used in this paper revealed that six of the
eight conventional statistical features extracted had persistent
autocorrelation. The autocorrelation lag of conventional sta-
tistical features was as much as 25 windows. In contrast, the
ACF of the Fiedler number showed a lag of less than three
windows. Evidently, the Fiedler number sequences are much
less autocorrelated than the conventional statistical features.
The presence of autocorrelation is deleterious to the perfor-
mance of the EWMA control chart, as it causes an increase in
the width of the control limits [19]. Given the lack of lingering
autocorrelation in the Fiedler number (�2) sequence, the con-
trol limits for the �2-MEMWA chart are relatively narrower
compared with the conventional direct- and PCA-MEMWAs.
Hence, the �2-MEMWA can detect process drifts with higher
fidelity compared with the conventional approaches.

Comprehensive results for the Rössler system are reported
in Table II and Fig. 6, where it is evident that the �2-MEWMA
control chart significantly outperforms the control charts based
on conventional statistics (direct- and PCA-based) both in
terms of ARL1 and DC (17). This case study affirms that
the graph theoretic invariant Fiedler number can capture drifts
in complex nonlinear signals, which are not detected using
conventional statistics-based approaches.

C. Case II—Detection of Drifts in a Stochastic System

1) Bivariate Case: The objective of this case study is
to evaluate the performance of the proposed approach for
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Fig. 6. Performance characterization of the �2-MEMWA with direct- and
PCA-MEWMA control charts under different scenarios and noise levels for
the Rössler system in (18). (a1) and (a2) Parameter a is changed from
a = 0.15 to a = 0.17 (	1 → 	2), (b1) and (b2) a = 0.15 to a = 0.19
(	1 → 	3), and (c1) and (c2) a = 0.15 to a = 0.21 (	1 → 	4). For
the majority of the cases, the case �2-MEMWA outperforms direct- and
PCA-MEWMA control charts.

change point detection in an autocorrelated Box–Jenkins-
type stochastic system. Accordingly, we generated an ARMA
(2, 1) univariate signal of the form shown in (19), where
εt z ∼ N(0, σ 2) is the Gaussian white noise with mean 0
and variance σ 2. This system is similar to the one studied by
Guo et al. [15]

zt = ϕ1zt−1 + ϕ2zt−2 + θ1εt−1 + εt z. (19)

We proceed to add a correlated signal (yt ) to the
signal (zt ). The temporal cross-correlation coefficient ρ(yt , zt )
is estimated ∼50%. This is effectively an ARMAX system,
with zt acting as the exogenous input, as evident from

yt = 0.5yt−1 − 0.25yt−2 + 0.2εt−1 + εt y + 0.5zt

εt y ∼ N(0, 0.0125). (20)

The data obtained are, therefore, the concatenated signal
X = [yt , zt ]. Clearly, a change in the exogenous input zt is
reflected in yt . In this paper, we will create artificial change
points in zt as described herewith. The base (normal) system,
denoted by s1, has parameters: ϕ1 = 0.99, ϕ2 = −0.7,
θ1 = −0.75, and εt ∼ N(0, 0.01). Three changes are
made to the base system, as shown in Table III. The objec-
tive is to detect change points in the concatenated signal
s = s1 ⊕ s2 ⊕ s1 ⊕ s3 ⊕ s1 ⊕ s4 ⊕ s1, indicative of transitions
from the base signal (normal state) s1. As in the previous cases,
we include analysis under six different levels of measurement
noise.

From the results shown in Fig. 7 and Table IV, it is
evident that the Fiedler number-based approach significantly
outperforms the conventional statistics in terms of ARL1. The
contrast for the MA parameter and variance change cases is
especially pronounced. The DC approaches close to 100% for
all three change points.

2) Effect of Multiple Sensors: As a further continuation
of this case study, we now assess the effect of adding more
exogenous inputs, akin to sensors, to the ARMA (2, 1) time

TABLE III

STOCHASTIC, BOX–JENKINS ARMA (2,1) SYSTEMS WITH DIFFERENT
PARAMETERS FOR EMULATING SYSTEM CHANGES IN s BASED ON zt

Fig. 7. Performance characterization of the �2-MEMWA with direct- and
PCA-MEWMA control charts under different scenarios and at different noise
levels (η) for the ARMAX equation in (20). (a1) and (a2) Change in the
autoregressive parameter ϕ (s1 → s2). (b1) and (b2) Change in the moving
average parameter θ (s1 → s3). (c1) and (c2) Change in the variance of the
noise term ε (s1 → s4). For the majority of the cases, the case �2-MEMWA
outperforms direct- and PCA-MEWMA control charts.

series zt of (19). These exogenous inputs are as follows:
xt = 0.6yt−1 − 0.35yt−2 + 0.3εt x−1 + εt x + 0.6zt

εt x ∼ N(0, 0.0135) (21)

wt = 0.7yt−1 − 0.45yt−2 + 0.4εtw−1 + εtw + 0.7zt

εtw ∼ N(0, 0.0145) (22)

vt = 0.8yt−1 − 0.55yt−2 + 0.5εtv−1 + εtv + 0.8zt

εtv ∼ N(0, 0.0155). (23)

The correlation coefficient matrix for the numerically gen-
erated time series is shown in the following:

We juxtapose the effect on change point due to the number
of sensors (d), i.e., compare the change points, as delineated
in Table III, for the following five data sets.

1) Sensor case, X = [zt ].
2) Sensor case, X =[yt ,zt ].
3) Sensor case, X = [xt ,yt ,zt ].
4) Sensor case, X = [wt ,xt ,yt ,zt ].
5) Sensor case, X = [vt ,wt ,xt ,yt ,zt ].



This article has been accepted for inclusion in a future issue of this journal. Content is final as presented, with the exception of pagination.

12 IEEE TRANSACTIONS ON AUTOMATION SCIENCE AND ENGINEERING

TABLE IV

COMPARISON OF RESULTS FROM �2-MEWMA CHART WITH THOSE
BASED ON STATISTICAL FEATURES FOR THE BIVARIATE STOCHASTIC

CASE (CASE II.1). THE ARL1 AND DC RESULTS REPORTED ARE

FROM A 45-FOLD (M = 45) REPLICATION STUDY

TABLE V

COMPARISON OF RESULTS FROM FIEDLER NUMBER-BASED MEWMA
CHARTS AND THOSE BASED ON STATISTICAL FEATURES FOR

DIFFERENT NUMBERS OF SENSORS. THE ARL 0 IS

MAINTAINED AT ∼200 (FIXED A OR TYPE I ERROR);
ARL1 (β OR TYPE II ERROR) IS USED AS THE
PERFORMANCE MEASUREMENT ALONG WITH

TRUE POSITIVE RATE (RECALL). THE

RESULTS REPORTED ARE FROM A
45-FOLD REPLICATION STUDY

The testing and verification procedure is identical to the
previous cases, except that the noise level is maintained
η = 0%. The results from the analysis are shown in Table V
and Fig. 8, from which the following inferences can be made.

1) Typically, the �2-MEWMA control chart outperforms
direct-MEWMA and PCA-MEWMA control charts, and

Fig. 8. Performance characterization of the �2-MEMWA with direct-
and PCA-MEWMA control charts under different scenarios versus different
number of sensors (23). (a1) and (a2) Change in the autoregressive
parameter ϕ (s1 → s2). (b1) and (b2) Change in the moving average
parameter θ (s1 → s3). (c1) and (c2) Change in the variance of the noise
term ε (s1 → s4). For the majority of the cases, the case �2-MEMWA
outperforms direct- and PCA-MEWMA control charts.

this contrast is accentuated for cases where more than
one sensor is used.

2) �2-MEWMA control charts are not drastically affected
by the number of sensors; the change in ARL and true
positive rate for �2-MEWMA is ±10% when d ≥ 2.
In contrast, the change in result can be as much as 40%
with the addition of sensors for conventional statistics-
based control charts.

Through the case studies in Section IV, it is thus shown that
the spectral graph theoretic approach via the Fiedler number
is an effective approach for sensor fusion, which consistently
outperforms both direct-MEWMA and PCA-MEWMA.

V. APPLICATION TO EXPERIMENTAL SENSOR DATA

We now apply the proposed graph theoretic approach
for monitoring in two real-world manufacturing processes,
namely, UPM (see Section V-A), and semiconductor chemical
mechanical planarization (CMP) (see Section V-B). The data
for the case study are obtained from our experimental setups;
these are detailed in [10], [11], [28], and [48].

A. Monitoring of Process Anomalies in
Ultraprecision Machining Process

The aim of this case study is to apply the proposed
spectral graph theoretic approach for detecting anomalies in a
UPM process from multisensor data. Specifically, we engender
different types of anomalies via controlled experiments and
acquire sensor data during experiments. The sensor data thus
acquired will be used to detect process anomalies.

1) Objectives and Practical Significance: UPM (often
also referred to as DT) is typically a single-point turning
process, which uses a single crystal diamond tool for craft-
ing precision components, such as precision molds, minia-
ture lenses, aspheric mirrors, microchannels, etc., which
are functionally critical to the electro-optical, aerospace,
biomedical, and defense industries [55], [56]. We report
near-specular surface finish [arithmetic mean areal surface
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Fig. 9. Left: UPM experimental test bed with three types of sensors,
namely, vibration, force, and AE mounted on the cutting tool. Right: aluminum
workpiece with specular surface finish (average roughness Sa ∼ 20 nm).

Fig. 10. Piezoelectric vibration signals (10-KHz sampling rate) in the
tangential (x-axis) Vx acquired from the experimental UPM test bed for three
types of faults. (a1) Fault 1: introduction of coolant in a pulsed (intermittent)
manner following the beginning of section marked M. (a2) Zoomed-in view
of Fault 1 section M. (b1) Fault 2: coolant is suddenly supplied as a flood
during the process. (b2) Zoomed-in view of Fault 2 section M. (c1) Fault 3:
catastrophic failure due to nose radius wear of the cutting tool leading to
chatter (start of section M), and eventually to high amplitude regenerative
chatter (start of section N). This failure resulted in seizure of the machine
air bearing. (c2) Zoomed-in section M of Fault 3. (c3) Zoomed-in section N
of Fault 3.

roughness, (Sa) 15–20 nm] obtained on aluminum 6061
(Al 6061) discs using our experimental UPM setup (Fig. 9).

The UPM process is known to be exceedingly sensitive to
minute instabilities from extraneous sources, such as temper-
ature fluctuations, vibrations, material inconsistencies, and so
on [57]. UPM is liable to high scrap and rework rates owing
to the sensitivity of the process to minute drifts in conditions.
Hence, detecting subtle process drifts in their nascent stages
can be valuable for reducing waste in the UPM process.

2) Experimental Setup and Tests: The experimental setup
used in this paper is shown in Fig. 9 (left) along with
the triaxis vibration, triaxis force, and AE sensors used for

Fig. 11. (a) and (b) Al 6061 surface resulting from UPM Fault 2. Note the
relatively smooth surface before the introduction of flood coolant in (a). The
surface roughness degrades to almost two times the original to 480 nm after
flooding with coolant in (b). (c) Image of the cutting tool after Fault 3 using
a white light interferometer. Prominent chipping of the tool nose and material
adhered to the face (perhaps from the BUE) is evident.

data acquisition. The accelerometer and force sensors are used
in this paper; they operate at a sampling frequency of 10 KHz.
Further details of this experimental setup are referred to our
recent work [11]. Our experimental tests on aluminum 6061
discs (diameter of 6.5 in and thickness of 1 in) deliberately
induce three types of faults (or anomalies) during cutting
experiments. The objective is to detect the following faults
using sensor data.

a) Fault 1 (Intermittent Coolant Flow): Referring to
Fig. 10(a1) and (a2), intermittent (pulsed spray) sup-
ply of coolant (isopropyl alcohol) is initiated midway
during the process. The sudden flow of coolant causes
thermal gradients resulting in change in depth of cut.
Accordingly, periodic spikes are seen in the vibration
signal. The workpiece surface roughness deteriorates
significantly from close to 150–300 nm after the coolant
is introduced [11].

b) Fault 2 (Flood-Type Coolant Flow): Referring to
Fig. 10(b1) and (b2), in a similar vein to fault 1, we
introduce coolant midway during the cutting process.
However, instead of intermittent flow, the coolant is
flooded onto the workpiece. This leads to a sudden dete-
rioration in surface finish. A sample of the workpiece
surface before and after the introduction of coolant flow
is shown in Fig. 11(a) and (b), respectively [11].

c) Fault 3 (Tool Failure): Referring to Fig. 10(c1)–(c3), this
fault presents a catastrophic failure of the cutting tool
due to chipping at the (tool) nose. However, the effect is
more gradual in comparison with faults 1 and 2. A subtle
change in dynamics suggestive of chatter [Fig. 10(c2)]
progressing to audible high-amplitude regenerative chat-
ter [Fig. 10(c3)] was noted during experimentation [58].
To prevent damage to the machine, the experiment was
stopped within a short time from the onset of regenera-
tive chatter. Fig. 11(c) shows a white light interferometer
image of the tool face depicting marked deterioration
(chipping) of the nose radius, along with remnants of
the workpiece material [built-up-edge (BUE)] adhered
to the surface.

3) Results: The sensor data obtained from UPM exper-
iments are analyzed using the procedure described in
Section IV-A. Approximately 1 min of data (600 000 data
points) are gathered for fault types 1 and 2, of which the
middle half is used for analysis. For fault type 3, close to 2 min



This article has been accepted for inclusion in a future issue of this journal. Content is final as presented, with the exception of pagination.

14 IEEE TRANSACTIONS ON AUTOMATION SCIENCE AND ENGINEERING

TABLE VI

ARL1 (DETECTION DELAY) RESULTS IN TERMS OF WINDOWS FOR THE
DIFFERENT TYPES OF UPM FAULTS. THE VIBRATION AND FORCE

SENSORS ARE DENOTED BY VX, VY, VZ, FX, FY, AND FZ.
THE SUBSCRIPT DENOTES THE SENSING AXIS.

THE SAMPLING RATE IS 10 KHz

of data, totaling over 1.2 million data points are available for
analysis. The window length is maintained at k = 500 data
points with l = 35% overlap. Thus, each window translates to
approximately 32 ms in time scale (10-KHz sampling rate).
As in the numerical case study, the performance of the spec-
tral graph theoretic approach is compared with conventional
statistical methods. The control limits for the MEWMA chart
are estimated for ARL0 maintained at 200 (windows) based
on offline analysis of those portions of the signal that are
known to be from fault-free process states. The results are
reported in Table VI. It is evident from these results that the
�2-MEWMA control chart has ARL1 delay as small as 10% of
that compared with direct- and PCA-MEWMA control charts.
Moreover, the �2-MEWMA did not show a single instance
of Type II (failing to detect) error.

For instance, Fig. 12 shows the key steps in the analysis for
fault 2 (flood-type coolant). The two signals, namely, vibration
in the x- and y-directions, labeled Vx and VY , respectively,
are shown in Fig. 12(a); the signal shown is ∼3.75 ×105 data
points long, amounting to around 37.5 s. Fig. 12(b) shows the
Fiedler numbers from using the radial basis and Euclidean
norms, the window length is k = 500 data point long,
and l = 35% overlap. There are in all 1010 windows. The
�2-MEWMA is shown in Fig. 12(c); a clear shift is evident
fairly close to the induced process fault. The delay in terms of
ARL1 for the Fiedler number chart [Fig. 12(c)] is 10 windows
(320 ms).

The direct-MEWMA and PCA-MEWMA charts are shown
in Fig. 12(d) and (e), respectively. We observe that the
direct-MEWMA was not able to detect the changes due to
the introduction of the coolant. The ARL1 delay for the
PCA-MEWMA control chart is 96 windows (3.120 s). This
result demonstrates that the graph theoretic approach can
detect incipient anomalies in UPM process at a significantly
earlier stage compared with the conventional approaches.

B. Detection of Process Anomalies in Chemical
Mechanical Planarization

1) Objective and Practical Significance: The aim of this
study is to detect the onset of process anomalies in a
semiconductor CMP process using wireless vibration sensors.
We report the experimental tests, in which process drifts are
generated in a deliberate manner; the goal is to detect these

Fig. 12. Illustration of the effectiveness of the proposed spectral graph
theoretic applied to Fault 1 from the UPM process. (a) Tangential (x-axis)
and radial (y-axis) vibration sensor data. (b) Evolution of the Fiedler number
over time. Notice the sudden shift as the coolant is flooded. (c) �2-MEWMA
control chart responds almost instantaneously to the fault, the detection delay
is 10 windows (<0.4 s). (d) Direct-MEWMA control chart failed to detect
any changes. (e) PCA-MEWMA control chart using the first five components
of the statistical feature set was able to detect the change after a delay
of 96 windows (∼3 s).

Fig. 13. CMP experimental test bed. (a) Schematic of the setup. (b) Test
bed instrumented with wireless MEMS sensors. (c) CMP processed copper
wafer with specular surface finish (average roughness Sa < 5 nm).

abnormal process drifts from the wireless vibration sensor
data. A schematic of the CMP process is shown in Fig. 13(a).
A semiconductor wafer is pressed face down on a polishing
pad with a predetermined force, called downforce. The pol-
ishing action is carried out in the presence of a chemically
active slurry. Material removal in CMP takes place due to
the tribochemical action of the slurry in conjunction with the
relative motion of the wafer and pad. Control and monitoring
of CMP is crucial, because imprecise wafer planarization
affects the functional integrity of the semiconductor device.

2) Experimental Setup and Tests: The experimental setup
is shown in Fig. 13(b); the setup is described in detail in
our recent publication [10]. The setup includes a bidirectional
wireless accelerometer (Analog Devices model ADXL 335)
mounted in close proximity to the blanket copper wafer.
The sensors capture vibration in the tangential (x-axis) and
radial (y-axis) directions with respect to the axis of rotation
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Fig. 14. MEMS wireless vibration signals (685-Hz sampling rate) in the
tangential (x-axis) and radial directions (y-axis) acquired from the experi-
mental copper CMP test bed for three types of faults. (a) Fault 1: polishing
slurry contaminated with foreign sand particles. Note the sudden spike when
the particles contact the wafer. This fault caused deep scratches (>20 nm
deep) on the wafer. (b) Fault 2: polishing slurry is suddenly cut off during
the process, and the changes are not visibly prominent in the time domain;
however, subtle changes in the frequency domain were observed (not shown).
This condition resulted in scratches on the wafer. (c) Fault 3: catastrophic
failure due to slipping of the polishing pad from the platen. This failure
resulted in a scrapped wafer. (d) Fault 4: CMP with a worn out polishing
pad, note the gradual change in signal amplitude with time.

of the wafer. We were able to obtain mirror-like surface
finish nearing 5-nm average roughness (Ra) on blanket copper
wafers using this setup, as shown in Fig. 13(c).

In accordance with the focus of this work to detect drifts
in CMP process state, we deliberately introduce four types of
faults (or anomalies). Our aim is to detect these faults from
the two-axis vibration sensor data, representative examples of
which are shown in Fig. 14. These faults are as follows.

a) Fault 1 (Slurry Contamination): Referring to Fig. 14(a),
this fault emulates contamination of polishing slurry
with foreign particles. The presence of foreign particles
in the slurry is liable to scratch the wafer during CMP.
In this study, the slurry is contaminated with fine sand
particles, and the time at which particles are introduced
is noted. The sand particles caused deep scratches
(>20 nm) on the wafer. In a practical CMP scenario,
the removal of scratches requires considerable effort, and
slurry contamination results in system down time, as the
slurry filtration system has to be thoroughly purged.

b) Fault 2 (Slurry Circulation Failure/Cutoff): Referring to
Fig. 14(b), the slurry is suddenly cut off during CMP.
This emulates faults in the slurry circulation system.
In the event of slurry cutoff, the material removal
mechanism shifts from a chemomechanical to purely
mechanical regime, akin to polishing with a fixed abra-
sive pad. In our case, this fault led to burn marks and
scratches on the wafer.

c) Fault 3 (Pad Slip): Referring to Fig. 14(c), the integrity
of the polishing pad is critical to CMP process. If the

TABLE VII

ARL1 (OR DETECTION DELAY) RESULTS FOR THE DIFFERENT TYPES
OF CMP FAULTS IN TERMS OF THE NUMBER OF WINDOWS. NOTE

THAT THERE ARE NO INSTANCES, WHERE THE FIEDLER

NUMBER-BASED CHART FAILS TO DETECT THE FAULT

polishing pad is not adhered securely to the platen, it
is liable to come loose (or slip) during planarization.
This is a catastrophic failure, and often results in wafer
breakage, damage to the polishing platen, as well as
considerable machine downtime. By detecting the slip
in polishing pad at an earlier stage, these losses can be
avoided. In one instance, we found that the polishing
pad slipped during experimentation.

d) Fault 4 (Pad Wear): Referring to Fig. 14(d), the mor-
phology of the polishing pad is consequential to pla-
narization rates and wafer uniformity in CMP. Polishing
with worn pads lead to suboptimal material removal
rates and nonuniform planarization. We conducted tests
where the polishing pad was subjected to accelerated
wear rates. Detection of polishing pad wear will prevent
suboptimal removal rates and poor wafer morphology in
CMP [59].

3) Results: Close to 3 min of data at 685-Hz sampling
rate is acquired in our CMP experiments. This amounts to
∼120 000 data points for each of the faults. From this data, we
use the middle two thirds (80 000 data points) of this sequence.
The two axis sensor data are analyzed with window size of
k = 2000 data points with overlap l = 35%. Each window is,
therefore, close to 2 s (2000 × 0.65/685). This window was
selected, because the rotation speed of the carrier is 0.5 Hz; as
the window length corresponds to the rotational velocity of the
carrier, it smoothens spurious correlations within a rotational
period. The analysis and verification procedure is identical to
the numerical case study (Section IV-A). The ARL1 results
for the Fielder number-based MEWMA control chart (i.e.,
�2 = [λ2r ,λ2e ]) vis-à-vis conventional statistical methods are
reported in Table VII, and a representative result for fault
type 1 is shown in Fig. 15.

From Table VII, it is evident that the �2-MEWMA control
chart is superior in performance (lower ARL1) to direct- and
PCA-MEWMA control charts for all, except one instance
of experimental data tested. More pertinently, in none of
the instances does the �2-MEWMA chart fail to detect a
change unlike conventional approaches. For instance, referring
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Fig. 15. Illustration of the effectiveness of the proposed spectral graph
theoretic applied to fault type 1 from the CMP process. (a) Tangential (x-axis)
and radial (y-axis) vibration sensor data. (b) Fiedler number-based MEWMA
(�2-MEWMA) control chart responds almost instantaneously to the fault,
and the detection delay is zero windows (<2 s). (c) Conventional statistics-
based MEWMA (direct-MEWMA) control chart failed to detect any changes.
(d) MEWMA control chart using the first five principal components
(PCA-MEWMA) was able to detect the change after a delay of one
window (>2 s).

to Fig. 15, which juxtaposes the results for Fault type 1 (con-
taminated slurry), Fig. 15(a) shows the sensor data with sharp
spikes observed where the sand particle contaminated slurry is
introduced. The �2-MEWMA chart [Fig. 15(b)] reacts almost
instantaneously to the fault (detection delay <2 s). In contrast,
the direct-MEWMA control chart [Fig. 15(c)] is unable to
detect any changes. The PCA-MEWMA [Fig. 15(d)] has a
delay of one window (about 2 s).

VI. CONCLUSION AND FUTURE WORK

This paper proposes a graph theoretic approach for process
monitoring. Using this approach, a multidimensional signal
(XN×d ) is transformed into the unweighted and undirected
planar graphs G(V , E). The graph-based topological invariant
Fiedler number (�2) is used as a surrogate indicator of process
state. The change in dynamics of the process over time is
tracked via the Fiedler number sequence (�2) in a control chart
setting, specifically, using the MEWMA procedure. Based on
numerically generated nonlinear Rössler system and stochastic
ARMAX time series, it was shown that Fiedler number-based
MEWMA control charts had significantly smaller detection
delays (ARL1), higher DC, and high robustness to white noise
compared with the conventional MEWMA control charts.
We also applied the approach to two real-world advanced
manufacturing scenarios; the practically relevant results from
this paper are as follows.

1) The presented approach was validated with multidi-
mensional (multivariate) sensor signals obtained from a
UPM process. The Fiedler number-based control charts
had a delay in the range of 160 ms–3 s, in comparison
with 6–80 s for conventional feature and PCA-based
control charts.

2) We applied the approach to a semiconductor CMP
process. The Fiedler number-based MEWMA control
chart had less than 50% lower detection delay in
some cases compared with conventional direct- and
PCA-MEWMAs.

The presented approach can, therefore, be valuable for
the monitoring of process states in a variety of scenarios.
There are two avenues for future research: 1) prediction and
classification of process anomalies using the Fiedler number
and 2) integration of the Fiedler number with nonparametric
adaptive monitoring techniques to minimize detection delay.

APPENDIX

Some salient properties of the spectral graph Laplacian (L)
eigenspectrum

1) The eigenvectors of L are orthonormal, i.e.,
v1⊥v2 . . .⊥ . . . vn , 〈vi , v j 〉 = 0, and 〈vi , vi 〉 = 1.
This implies that the Gramian of L is an identity matrix
G(L) = I ; hence, the transpose of the eigenvector
spectrum is its inverse (vT = v−1).

2) The first eigenvector of L is an identity vector v1 =
e = 1, and the first eigenvalue is zero (λ1 = 0). The
multiplicity of λ1(= 0) as an eigenvalue is equal to the
number of connected components in the graph.

3) All eigenvalues of L are nonnegative (λ∗ ≥ 0).
All eigenvalues of L are less than or equal to 2 (λ∗ ≤ 2);
the equality holds if and only if the graph is bipartite.

4) The second eigenvalue of L, i.e., λ2, is greater than zero
if the graph is connected (λ2 > 0) and zero (λ2 = 0) if
and only if the graph is disconnected.

5) The second eigenvalue of L is greater than 1 (λ2 > 1)
if and only if the graph is a completely connected graph
(i.e., every node is connected to all other nodes). The
second eigenvalue is 1 (λ2 = 1) if and only if the graph
is bipartite.
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